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Exposing APIs with WSO2 API
Manager

This article shows how to expose and secure APIs using
WSO2 API Manager.

There are many vendors in the market that provide APl Gateway functionality including
products from well-known companies like AWS, Oracle, IBM, Microsoft and Apigee. These
products provide support to design, deployment and secure APIs. However, an increasing
number of companies are using open source API technologies like Kong and WSO?2, with
enterprise support and comprehensive documentation, which makes a valuable alternative to
expose APls at minor cost.

Concept of APl Gateway

An APl Gateway accepts API requests from a client, processes them based on defined
policies and directs these requests to the appropriate backend services. It can also combine
the responses from one or more backend services for a simplified user experience.
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https://www.nginx.com/resources/glossary/api-gateway/
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In general, an API Gateway is a middleware component that offers mediation functionality
between the client and the backend services. It serves as a central point of access of all APIs
that a company exposes to clients, so the clients only have one access entry to all API
inventory. In this way, all security configurations can be centralized in one point - the API
Gateway, liberating the business APIs from implementing security concerns.

An APl Gateway can also transform the request from the client before sending to the
backend API. Examples of transformations are:

e Change the HTTP Method (GET, POST, PUT, DELETE)
e Change the protocol to HTTPS to HTTP.

e Add or remove HTTP headers.

e Add or remove HTTP parameters.

In context to security, an APl Gateway can implement several standards to allow only
authorized clients to access the API functionality. Examples of security capabilities include:

e Implement authentication with user / password.
e Implement authorization with a token or access key.
e Support for security standards like SAML, OAuth2 and OpeniD.

In short, an APl gateway commonly implement capabilities that include:

Security: Authentication, authorization, access control, and encryption.
Routing: Routing, conversion and protocol transformation.

Control: Rate limiting, circuit breaker and error handling.

Deployment: blue-green deployments and testing mode.

Load Balancing: Load balancer and health checks.

Monitoring: Metrics, logging, and tracing of messages.
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APl Gateway Benefits

Deploying an API gateway can help to:

e Reduce complexity and deployment of application releases by encapsulating the
internal application architecture and providing APlIs tailored for each client type

e Streamline and simplify request processing and policy enforcement by centralizing
the point of control and offloading non-functional requirements to the infrastructure
layer.

e Simplify troubleshooting with granular real-time and historical metrics and
dashboards.

WSO2 APl Manager

WSO2 APl Manager is an open source APl management platform for building, integrating,
securing, and exposing managed APlIs in cloud, on-premises, and hybrid architectures. It
allows API developers to design, publish, and manage the lifecycle of APIs and API product
managers to create API products from one or more APls.

The following are some of the main capabilities of the product:
Develop, Deploy and Manage APIs/API Products

A well-designed API can make your APIs easy to use. WSO2 APl Manager's API Publisher
guides you through API creation to API Publishing, while adhering to the respective API's
specification.

API-driven integration

You can implement an API-led integration strategy by easily combining the APl management
layer and the integration layer of the product's platform.

Make your APIs Discoverable

Making your APIs easy to find will help you grow your customer base. You can use the WSO2
API Manager API Publisher to create categories or use tags to categorize the APIs. The API
Developer Portal includes a text-full search engine that helps your customers find APIs

easily.

Secure your APIs
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You can secure your APIs fully by using visibility control, threat protection, API payload

validation, adhering to well-defined protocols, applying rate limiting policies, and verifying
APIs against specifications in addition to APl authentication and authorization.

Rate Limiting

Balancing the load of your system is critical to avoid system outages. WSO2 API Manager
provides the capability to add rate limiting policies to your APIs. Furthermore, you can use
these policies to monetize your APIs and bring revenue to your organization.

WSO2 APl Manager Architecture

The diagram below is a high-level snapshot of WSO2 APl Manager and their various
components:
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The APl Manager consists of an APl management layer and an integration layer where the
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above components all fit into and mesh together to address the various use cases of the
product. The APl management layer contains several components, which you can use in your
deployment according to your requirement.

API Design and Deployment

The diagram below show the process of design, implement and deploy an APl into WSO2 API
Manager:
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Creating and publishing an API via the Publisher Portal.

Deploy the APl in a Gateway environment.

Publish the APl in the Developer Portal.

Subscribing to the API via the Developer Portal and generating keys.

oA wN

Invoking the APl with the generated keys.

WSO2 API Publisher

WSO2 API Publisher is a state-of-the-art GUI based tool for APl development and
management. The GUI is designed for API creators to develop, document, secure, test, and
version APIs with ease. It's also able to cater to more APl management-related tasks such as
publishing APIs, monetizing APls, and applying rate limiting policies.
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PizzaShackAPI:1.0.0 cReaTeD . [ o W

Overview Lastupdated: afew seconds ago
Develop
© oeveiop © oepioy @ Test @ e

Deploy @ Eendpoint @
Test

Metadata Configuration

Description Transports ® HTTP, HTTPS

This s a simple AP! for Pizza Shack online pizza delivery store,
API Security @ OAuth2
Provider admin
None

Context: Ipizzashack Bocass Control @)

Version 100 Workflow Status

Type: Lug Visibility on Developer Portal @ Public

Created Time 17 days ago

Business Plans: Unlimited

Last Updated Time Afewseconds ago

Business Owner Jane Roe Tags pizza

Technical Owner John Doe

Resources Endpoints

rorder  (ESEED Production Endpoint https://localhost:9443/am/sample/pizzashack/v1 /api/

et sandbox Endpoint https://ocalhost:9443/am/sample/pizzashack/v1/api/

JorderHorderid)  (QGED) @R

2 Endpoint Security

With the API Publisher you can configure a new API like this:

Create an API

Create an API by providing a Name, a Version, a Context and Backend Endpoint (optional)

Name™

HelloWorld

* *
Context Version

/hello 1.0.0

API will be exposed in /hello/1.0.0 context at the gateway

Endpoint

http://run.mocky.io/v2/5185415ba171ea3a00704eed (V]

* Mandatory fields

Create & Publish Cancel
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WSO2 Developer Portal

The Developer Portal is a state-of-the-art web interface that allows API publishers to host

and advertise their APIs while allowing API consumers to self-register, discover, evaluate,

subscribe to, and consume APIs securely and easily.
‘ & APls

o—
& APIs = B

» Administration
®  Finance

B Marketing

»

Engineering SEOAPI RewewsAPI StockAnaIy5|sAPI testAPI KeyWordResearch...

admin By: admin

O,DEVELOPER Forrac

1.0.0 Iseo 1.0.0 Jreviews 1.0.0 IstockAnalysis 1 O Itest 1.0.0 Ikeyword

* kK kK * Kk Kk ok * Kk ko ok K * Kk kK Kk * Kk kK
PeopleAPI CurrencyConverte... PhoneVerlflcatlon PlzzaShackAPI

1_01] ) /peop\e 1_01] ) Jeurrencyconv... 1_0 /phonever\fy 1_0_0 Ipizzashack

* kK kK * Kk Kk ok * Kk ko ok K * Kk kK Kk

Installation of WSO2 API Manager

The installation of WSO2 APl Manager can be realized in different ways. In this article, we
explain a standalone configuration on a Linux server with a user named “wso2am”.

WSO2 API Manager Version: 3.2.0

Step 1: Install APl Manager
/opt/wso2am-3.2.0

Step 2: Install Open JDK 11
sudo apt-get install openjdk-11-jdk

Step 3: Setting JAVA_HOME
JAVA_HOME-=/usr/lib/jvm/java-11-openjdk-amd64

Step 4: Edit file deployment.toml
vi Jopt/wso2am-3.2.0/repository/conf/deployment.toml

[server]
hostname = "server.example.com” # localhost
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node_ip = "<IP>" #127.0.0.1

Step 5. Configuracion Identity Manager

- Connect to https://server.example.com:9443/carbon (admin/admin)

- Service Providers -> List

- Click Edit en apim_publisher

- Select Inbound Authentication Configuration > OAuth/OpenID Connect Configuration
- Click Edit

- Change localhost to server.example.com. Press Update

- Connect to https://server.example.com:9443/publisher/ (admin/admin)
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Deseription This Is a simple API for Pizza Shack online pizza delivery store. Transports 3 HTTP, HTTPS
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Context: iplrzashack
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version 100
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Endpoint Security

Next step is create a subscription:
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Asistente de suscripcidon y generacion de claves

o Crear aplicacién o Suscribase a la nueva aplicacian o Generar claves

Nombre de la aplicacidn *

demo-app{

Ingrese un nombre para identificar la aplicacion. Podra elegir esta aplicacion al suscribirse a las AP

Por cuota de token. *

10PerMin M

Asignar cuota de solicitud de API por token de acceso. La cuota asignada se compartira entre todos Las AP| suscritas de la aplicacidn.

Descripcién de la aplicacion

(512 ) characters remaining

CANCELAR PROXIMO

Then we configure the OAuth access keys:

demo-app

1 Suscripciones

Sandbox OAuth2 Keys
Clave y secreto
Clave del consumidor Secreto del consumidor
2JxgfyONfaTIDWh6tnIK_Kzy4Kga ® Sississassssntsssstassassen

nsumidor de la aplicacion Secreto del consumidor de la aplicacion
GENERAR TOKEN DE ACCESO CURL PARA GENERAR TOKEN DE ACCESO

Configuraciones clave

Punto final de token hitps://localhost:8243/token Iy

Revocar punto final https://localhost:8243/revoke [f§

Tipos de subvencidn Refresh Token SAML2 Password Client Credentials IWA-NTLM Device Code Code JWT

La aplicacion

r 105 siguientes ¢

s de concesion para generar Fichas de acceso. Segun los requisitos de la aplicacion, puede habilitar o bilitar Tipos de co

URL de devolucion de llamada

http://localhost

URL de devolucion de llamada Laui

UPDATE

Finally, we use a generated token to consume the API using Postman:
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» AP| Centros Examy

GET ~ https://localhost:8243/centrosivl Params Save -

Headers (2)
Key Value Description s+ BulkE Presets «
Authorization Bearer ey]4NXQiOi|Nell4TW1Ga03HWXdNVOkwWIdObUSEY3hOR1I3W...
Body 2] Statu: Time: u Si B
Pretty JsON = = W Q SaveResponse
- { ~
IsSuccessful™: true,
IsError”: false,

1~ Result”: [

1d": "6B15617e-4ef8-4d36-84bb-35176990fced”,
Nombre™: "MAIPU

9 {
10 “Id": "cb849c6d-2b5F-447a-994b-df89cabacefs”,
1 Nombre™: “PROVIDENCIA’

Consume APIs with OAuth2

In order to enforce security, WSO2 APl Manager allows client applications to get an access
token to later invoke an API. The first step is generate a token:

curl -k -X POST https://localhost:8243/token -d "grant_type=passwordg&
username=Username&password=Password"
-H "Authorization: Basic Base64{consumer-key:.con sumer-secret)"

-~

roleon@rubinstein: ~/Proyectos/MTT

roleon@rubinstein: $ ./curl_access_user.sh

{"access_token":"eyJ4NXQ101INel1l4TW1Ga09HWXdNVOkwW1dObUSEY3hOR113WWINNFpUQTNNVOky TkRBelpHUXpOROEWWkdSb
E5qSmtPREZrWkRSaUURMENVOZoTXpVMLpHVMX0ZYyIsImtpZCI6Ik16WXhNbUZrTOdZdO1XSTBaVO5tTkRjeESHWXdZbUOBWLRBMO1
XSTIOREF6WkdRek5HTTBaR11sTmpKa@9ERmtaRFIpT1RGa01XRmhNe lUyWkdWbESNX1ITMjU2I1wiYWXnI jolULMYNTY1fQ.eyJzdW
I101JhZG1pbiIsImF1dCI6IKFQUEXJIQOFUSUS0OX1VTRVILLCIhdWQiO1il hnZnkwTmzhVG1lEd2I2dG45519Lenk@SzhhIiwibmIm
IjoxNjk10TQWMDUYLCIhenAi0iIySnhnZnkwTmZhVGLEd212dG45519Lenk0SzhhIiwic2NveGUi01IkZWZhdWxBIiwiaXNzIjoiaH

ROCHMBXCOCL2XxvY2FsaG9zdDo5NDQzXCOvYXVOaDIcL3Rva2VuIiwiZXhwI joxNjk10TQzNjUyLCIpYXQLOJE20TUSNDAWNTISImpO
aSI6IjMAZDhiYWUWLWY4ZTcENDILYy@4YTcOLTQzYTFhZWY@OMDNmY1d9. 1 TimbvqDA®TPta_iD3gbKbrpIq7N_18IUsuuMpXkXZiXq
sb9fWOlu5SYBR57KXms - jiYwbD8dddwe@8fEcaDi6u4fDTF110uzMWtk8qogsEdAHVMOEZ32 DXGeXSxqjHFujKqIWcpDH11IGmOLNp
MH89fGpf2F_qWjquUdRYIVFGF26brEVFcYuX9zjsvkd18c-IXj2a0Irzyqulhvg9g5B4UNGOH3vtUDM- JKNBEX8aWoe9pPX-ajKijN
pWfcsWt65d286nT10tGHussHMs43zkjO2hty-wPDYs1Ky1LjzhekYQAyylcONYWUKSkrWlYh3he268rdGTNSB1-L5zvgg","refres
h_token":"e787c3c1-608a-303a-b1be-31789ee9322f", " "scope”:"default","token_type":"Bearer","expires_in":3
600}roleon@rubinstein: S

The you can use the generated token to consume the API with Postman or a client

application:
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GET ~ https://localhost:8243/centros/vl Params

Key Value Description *++  BulkEdit

= Authorization Bearer
eyJANXQiOi|NellATW1Ga09HWXdNVOkwWIdObUSEY3hORTI3WWINNFp
UQTNNVOkyTkRBelpHUXpOR0OWWkdSbESgSMEPREZrWkRSaUURMEN
VOZoTXpVMIpHYMxOZylsimtpZCI6ik16WXhNbUZITOdZd01XSTBav05tTk
RjeESHWXdZbUOOWIRBMO1XST|OREFEWkdRekSHTTBaR 1 sTmpKa09ER
mtaRFpT1RGa01XRmhNellyWkdWbES nX1TMjU2liwiyWxnljoiUIMyNTY

Body @ fQ.ey|zdWIIOI|hZG 1 pbkB]YX)ib24uc3VWEXIILCIhdXQIOIBUFBMSUNBVE G ZO0EEE = S
— PTilsimF1 ZCI61[JKeGAmeTBOZMFUaUR3Y|Z0bjILX0t66TRLOGEILCJuYmY
Pretty BN v S OJEZ0TUSNDAXMzgsImFECCIBI|KeGdmeTBOZMFUaUR3Y|ZObjILXOteT wWQ s

RLOGEILC)zY29wZSIBIMFtX2FwcGxpY2F0aWwouX3Njb3BIIGRIZmF1bHQIL
C)pe3MioijodHRwezpcl 1wvbGOjYWxob3N0OjkONDNeL2ShdXRoMiwvd G

v
! Isuccessful-: true, OrZWA4ILCJleHAIOJEZOTUSNDM3MzgsimIhdCIBMTYSNTKOMDEZOCwianR
Do maslte pljoiMJVmNWZ hND Yt mkYy00YzUALTImMjctY[FhZTRMTgz0GFIn0.d70
Eo [ . VhyacA9HCBONBXVUPTMIceXSi1yfolINY9a6TwCo0DAUTMESTGErwexX_
5 ,;gm;re,?153'{;;&9‘3“'“35'“4""'35”5995““ g CVWKUCBfSTRUGLPUDYPWXNZ 7WDHHSETIO0h9i003jb_Li20BZSELfNCO0
B B o MLwkEEp_83ba-C-rhdgle3U_a3iNL5rVAgGDMh-ASxAJhyYW]KbvUvUya-
o~ [ . FUYLj-uF6sd20cRO0FO0C3UP_n2PI-TAORIFATQWFTAFGE]PLFI-

o R e A 1 CHYUKWQxY_3PWHpIZGYNCmI2qUpjQBORjmUIMe_7hvs0jBiNKFgaYXQ
15 1 1 j5015vsljQZrzgd|ogXNI1 DazRrnGdsOPosAQXbYsTvHGE3zaa_MUbCTQ
14}

Summary
This article shows an introduction to the APl Gateway concept and simple steps to install and

start working with WSO2 API Manager.

We hope that this article will invite you to start using WSO2 APl Manager as an open source
alternative to expose and secure your APIs either in the development and testing

environment as a production platform.
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